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Kamnyc

IIporpama HaBYAJIbHOI IV CHUILTIHA
1. Onmuc HaBYAJBHOI AUCHMILIIHY, il MeTa, IpeMeT BUBYAHHS TA Pe3y1bTATH HABYAHHS

B 1iit tucnumiizi 1€TanbHO BUBYAE€THCS KOHIICTIIIIT, TPUHIIUITN Ta METOAH 1H(HOPMAIIIHHUX TEXHOJIOT1i.
Etanu po3po0Oku nporpamHoro 3ade3nedeHHs. Mib>kHapoaHI CTaHJapTH POrpaMHoi iHkeHepii. Moeni Ta
MIPOIIECH, SIK1 BIIPOBAKYIOTHCS B PO3POOJICHH] MpOorpaMHOro 3ade3nedeHHs. Bumoru no iHpopMaiifHoi
cucteMu. JIoOKyMeHTYBaHHS PO3pOOJIEHUX BUMOT Ta MOJENel [Uls CTBOpEHHs 1H(pOopMaliiHOI CHCTEMH.
VYrpaiiHHS 3MIHAMH 10 BUMOT NIPOTATOM LIUKITY pO3pOOKH POrpaMHOro 3a0e3neyeHHs .

Memoto TUCUMILIIHY € ONaHyBaHHS CTYACHTAMH TEOPETUYHHMX Ta MPAKTUYHUX 3HAHb 1 HABUYOK CHUCTEM
TECTYBAHHS, IHCTPYMEHTAJIbHHUX 3aC001B PO3pOOKH MPOrpaMHUX CUCTEM, PO3TOPTAaHHS Ta (PYHKIIOHYBaHHS
IPOTPaMHOr0 3a0e3MeueHHsI, pOo3pOOATH, aHANI3yBaTH Ta 3aCTOCOBYBAaTH €(EKTHUBHI aITOPUTMHU JUIS
po3B’si3aHHA MpodeciiiHuX 3aBaHb B 00JacTi 1HPOPMAIITHIUX TEXHOJOTIH, Ta y3ro/PKeHHsS po3poOKu i
MOCTavyaHHs MPOrpaMHOro 3a0e3neueHHs 13 Horo BUKOPHCTAaHHIM, COPMYBATH IUTICHE YSBIEHHS MPO
CydyacHI TEXHOJIOTii pO3pOOKH JI0JaTKIB 3 MIKPOCEPBICHOIO apXITEKTypow, iX pO3rOpTaHHA,
MacITaOyBaHHS Ta TECTYBaHHS.

Ilpeomem nUCUMIUTIHU - BUBYEHHS NMPUHIUIIB MOOYJOBH, apXITEKTypH, OCHOBHUX (YHKIIH, PEKHUMIB

pobOTH 1 eNeMeHTH Ta KOMIUIEKCM NpakTMK DevOps, po3poOJeHHs alalTUBHHX aJIrOPUTMiB
pO3B’sI3yBaHHS 3aj1a4 1 CHCTEMHOI'O aJIMIHICTpyBaHHS.
3aBaanHsa. B pe3ynbraTi BHBUEHHS IUCHMIUIIHM y CTYJCGHTIB MOBHHHI C(HOpPMYBAaTHCS HACTYIHI
KOMITETEHTHOCTI:

Busuenns gucrumiiau «Texuonorii DevOpsy» cripusie GopMyBaHHIO y CTYEHTIB axoBoi
komreTeHTHOCTI (DK) 3a 0CBITHROO MPOTrpamoro:

®KO01 - 3natHicTb ineHTUdIKYBaTH, KIacu(piKyBaTH Ta GOPMYIIIOBATH BUMOTH JI0 IPOTPAMHOTO
3a0e3medeHHs.
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®KO08 - 3naTHicTh 3aCTOCOBYBATH (pyHIAMEHTAJIBbHI 1 MUKIUCIUIUTIHAPHI 3HAHHS JJIS1 YCIIIIHOTO
PO3B'sI3aHHSI 3aB/IaHb 1H)KEHEPii MPOrpaMHOro 3a0e3MeUeHHs.

Buuenns qucuurutian «Texnomnorii DevOps» cripusie GopMyBaHHIO y CTYJCHTIB HACTYITHUX
nporpaMHux pe3ynbrartiB HapuaHHs ([TPH) 3a ocBiTHBOIO poOrpamoro:

ITPHO1 - AHanizyBaTH, UJICCIIPSIMOBAHO ITYKaTH 1 BUOMPATH HEOOX1IHI JIJIsl BUPIIIICHHS
npodeciiiHux 3aBraHb iHGOpMAIiitHO-T0BIAHUKOBI PECYpPCH 1 3HaHHS 3 YpaxyBaHHIM Cy4aCHHX
JOCSATHEHb HAYKH 1 TEXHIKH.

ITPHO3 - 3naTu ocHOBHI TporiecH, (a3u Ta iTepalii )KUTTEBOTO MIUKITY TPOrPAaMHOTO 3a0€31eUCHHS.

ITPHOS - 3HaTu 1 3aCTOCOBYBATH BiJIIIOBIIHI MAaTEMAaTHYHI IMOHATTS, METOJAH JIOMEHHOTO, CHCTEMHOTO 1
00’ €KTHO-OPiEHTOBAHOTO aHAJII3y Ta MATEMAaTHYHOT'O MOJICITIOBAHHS JIJIsl pO3POOKH IPOTPAMHOTO
3a0e3neyeHHsl.

ITPHO7 - 3naTH 1 3aCTOCOBYBATH Ha MpaKTHILll (pyHAAMEHTaIbHI KOHIICMIII{, TapaJurMH i OCHOBHI
OPUHLIUIN (YHKI[IOHYBaHHS MOBHUX, IHCTPYMEHTAJIbHUX 1 00YMCIIIOBAILHUX 3aC001B 1HXeHepii
POTPaMHOTO 3a0e3eUeHHSI.

ITPHO9 - 3naTu Ta BMITH BUKOPUCTOBYBATH METOAU Ta 3aco0u 300py, pOpPMYIIIOBAHHS Ta aHAIIIZY
BUMOT IO TPOTPAMHOTO 3a0€3MeUYeHHSI.

ITPH14 - 3acTocoByBaTH Ha MPAKTHUIll iIHCTPYMEHTAIbHI IPOTPaMHi 3aCO0M TOMEHHOTO aHaJli3y,
NPOCKTYBaHHS, TECTYBaHHsI, Bi3yallizallii, BAMIPIOBaHb Ta JOKYMEHTYBaHHsI IPOIPAMHOT0 3a0€3IICYCHHSI.

ITPH18 - 3natu Ta BMiTH 3acTOCOBYBaTH iH(OpMaIliitHi TexHOIIOTiT 00p0oOKH, 30epiranHs Ta nepeaadi
TaHUX.

2. TlpepexkBi3uTH Ta MOCTPEKBI3UTH TUCHUILTIHM (Miclle B CTPYKTYPHO-JIOTiuHil cxeMmi
HABYAHHS 32 BiANOBIIHOI0 OCBITHBHOIO MPOTrPaMoI0)

IIpepexBizuTn aucuMMJiHU. 3HAaHHA, OTPUMaHI MNpU BUBYEHHI auciuiuiiH: “KommoneHTH
IPOrpaMHoOI 1HXKeHepii”, “ANrOpUTMH Ta CTPYKTYpHU AaHUX  Ta “OmneparniiiHi cucteMu’ .

IMocTpexBiznTi AucouMmiainu. OTpuMaHi 3HaHHA NpU BUBYEHHI JAUCHUIUIIHM «ApXITEKTypa
CHCTEMHOTO MPOTPaMHOTO 3abe3nedeHHs» (opmye 0a30B1 3HAHHS JJISI BUBYEHHS HACTYITHUX JUCIUTIIIH:
“Teopist HMOBIPHOCTEH Ta MaTeMaTU4Ha CTATUCTUKA”, “AJTOPUTMH Ta CTPYKTYpH AaHUX’, “ba3u ganux”,
“MogentoBaHHsl Ta aHalli3 MporpamMHoro 3adesneueHHs”, “OCHOBU po3poOKu TpaHcasTopiB”, “Cucremu
IITYYHOTO 1HTeNnekTy”, “Opranizaiis 6a3 naHux Ta 3HaHb , “Kpunrorpadis ta mmdpysanns”, “CuctreMu
KepyBaHHS BepcisMu”’. Takok BUKIIAJIEHUN MaTepian MOXke OyTH BUKOPUCTAHUM MPU BUBYEHHI JUCIMILIIH
“MateMaTHyHe MOJETIOBAHHS CHUCTEM 1 mporeciB”, “JlocmipkeHHs omepaliii”, ski BHUKIAJAIOTHCS B
HAcCTynmHUX ceMmecTpax. KommereHiii, oTpuMaHi CTyJeHTaMH B MpOIECi BUBYEHHS 1€ TUCIUIUIIHU,
BUKOPUCTOBYIOTbCS HUMHU NP BUKOHAHHI AUTUIOMHOT pOOOTH.

3. 3micT HAaBYAJABLHOI JUCIHUILIIHA

Tema 1. Po3yminns npaktuk DevOps Ta ocHoBu Linux.

Tema 2. Mepesxesi TexHosorii Ta DevOps opieHToBaHi cepBicu ruatpopmu AWS.
Tema 3. InctpymenTu posropranss ta Docker koHTeliHepu3aris.

Tema 4. Posropranns cepsiciB Amazon ECS. Beryn 10 cucremu koHTposmto Bepciii Git.
Tema 5. besnepepBHa iHTerpaiis Ta Oe3nepepBHe mocrtadanHs. [HTerparis 3 AWS.
Tema 6. MoHITOpUHT Ta 00pOoOKa JaHUX.

4. HapuyaabHi MaTepiaau Ta pecypcu

Ocnoena nimepamypa

1.  Kubernetes and Docker - An Enterprise Guide: Effectively containerize applications, integrate
enterprise systems, and scale applications in your enterprise 1st Edition, Kindle Edition by Scott
Surovich (2020) pp. 110-128
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[mxenepis nmporpamHoro 3adesneueHHs: [10CiOHUK IS CTYIEHTIB BUIIMX HaBYAIbHUX 3aKialiB / .
JI. boponxkina, I'. O. bopoakia ; M-Bo ocBith 1 Hayku YkKpainu, HarioHanpHUII yHIBEpCHTET
OilopecypciB Ta MPUPOAOKOPHUCTYBaHHS YKpainu. — Kuis: , 2018. —c.

Sommerville I. Software Engineering— 9th ed. / lan Sommerville. — Addison-Wesley, 2011.
DevSecOps: [Enexktponnuii pecypc]. Synopsys — 2021. — Pexum pocTymy 10 pecypcy:
https://www.synopsys.com/glossary/what-is-devsecops.html

What is DevOps?: [Enexkrponnmii pecypc]. AWS — 2020. — Pexxum noctymy 10 pecypcy:
https://aws.amazon.com/devops/what-is-devops.

The Docker Book: Containerization is the new virtualization Kindle Edition by James Turnbull
(2014) pp.32-35.

Continuous Delivery: reliable software releases through build, test, and deployment automation. /
Humble, Jez; Farley, David (2011). / Pearson Education Inc. ISBN 978-0-321-60191-9.
VYrpaBiiHHA BEpCisIMU TPOrpaMHUX 3ac001B MpoekTy [ EnexTponHumii pecypc] : HaBUanbHUM MOCIOHUK
uis  3700yBaviB  cTyneHsi OakajgaBpa 3a OCBITHBOIO HPOrpaMoro «lHXKeHepis MporpaMmHOro
3a0e3MeyYeHHs] 1HTENEKTyalbHUX KiOep-(I3MuHUX CHCTeM B EHEepreTHll» creniaabHocTi 121
Imxenepis nmporpamuoro 3abesnedenns / KIII im. Iropst Cikoperkoro ; ykman.: B. O. Ky3sminux, O.
B. KoBans, P. A. Tapanenko. — Enekrponni TekctoBi nani (1 ¢aiin: 4,63 Mo6aiit). — Kuis : KIII im.
Irops Cikopcbkoro, 2023. — 114 c¢. — Ha3ea 3 ekpaHa. (IOCTyn 3a MOCHJIAHHSM
https://ela.kpi.ua/handle/123456789/56605)
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19.
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[TporpamHa imxeHepis. BizyansHe MonentoBanHs nporpaMHux cucteM: niapyunuk st CI1O / E. A.
YeprkoBa. — 2-¢ BHI., BUIpP. Ta gon. — M.: BugaBaunrso FOpaiit, 2017. — 164 c. ISBN 978-5-
534-04928-2

JlaBpimeBa €. M. Ilporpamua imwxenepisa. Ilapagurmm, TexHosorii Ta case-3acoOu 2-re BH]I.
Bunasuunrso: FOpaiit : ISBN: 5534010568 ISBN-13(EAN):785534010565 Cropinku: 280
OcHoBu iHxeHepii skocTi nmporpamHux cucreM.-AHfoH @. I, Kosans I'. I, Koporyn T. M.,
JlaBpimesa O. M., Cycnos B. }0.-KuiB: Akanemnepioauka, 2007.-680 c.

What is DevOps?: [Enextponnuii pecypc]. AWS — 2020. — Pexxum poctymy a0 pecypcy:
https://aws.amazon.com/devops/what-is-devops

Busnauenns npenmMery-nporpamHa iHxeHepis.-/JlaBpimesa K. M.-IIpoGnemu mnporpamyBaHHS.-
Crenuiryck.-2008.-Ne 2-3.-¢.191-204.

J.Mulder. Enterprise DevOps for Architects. Packt Publishing. BIRMINGHAM—MUMBALI, 2021.
178 c.

Metoau nporpamyBaHHs. Teopis, nmpakTuka, iHxeHepis. -/JlaBpimea E. M.-HaykoBa nymka. -
2006.-471c.

Peter, Naur; Brian Randell (7-11 October 1968). Software Engineering: Report of a conference
sponsored by the NATO Science Committee (PDF). Garmisch, Germany: Scientific Affairs Division,
NATO.

SWEBOK executive editors, Alain Abran, James W. Moore; editors, Pierre Bourgue, Robert Dupuis.
(2004). Y Pierre Bourque and Robert Dupuis. Guide to the Software Engineering Body of Knowledge
- 2004 Version. IEEE Computer Society. c. 1-1. ISBN 0-7695-2330-7.

What Is Git Explore. A Distributed Version Control Tool Edureka. Edureka. URL:
https://www.edureka.com/biog-what-is-git

The DevOps Handbook: How to Create World-Class Agility, Reliability, and Security in Technology
Organizations / Gene Kim, Patrick Debois, John Willis, Jez Humble, John Allspaw / IT Revolution
Press / October 6, 2016, 480p, ISBN-10 : 1942788002 ISBN-13 : 978-1942788003

HaB4yajaLHMii KOHTEHT

MeToanka onaHyBaHHSI HABYAJIbHOI IUCHUILTIHU (OCBITHHOI0 KOMIIOHEHTA)

Jlekuiiini 3aHaTTHa

HazBa Temu Ta sexInii 3 mepeaikoM OCHOBHUX MUTaHb

Tema 1. Posyminns npaktuk DevOps Ta ocHoBu Linux.
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Jexyis 1. Bcmyn 0o kypcy DevOps.
[ITo Take DevOps. Orusig Kypey.

Tema 1. Po3yminns npaktuk DevOps Ta ocHoBH Linux.
Jexyis 2. AOminicmpysanns Linux.
Iacransmis OC Linux. ITincucrema nosinku ba3osi komanau. Poborta 3 (haiimamu Ta karamoramu.
TexctoBuit pemakTop vim. KepyBaHHA KopucTyBauamMu Ta Tpynamu. BcraHOBIeHHS
MPOrPaMHOTO 3a0€3MCUCHHSI.
VYnpasiiHHA nporecamu. YTHIITH ps, top, htop, atop. KypHantoBanus. PezepBHe KomitoBaHHS.
HanamryBanns napamerpiB Mepexi. [lporpamyBanss Ha bash.

Tema 2. Mepe:keBi TexnoJiorii Ta DevOps opienToBani cepBicu miaarpopmu AWS.
Jlexyis 3. Ocrhosu mepedicesux mexHoaozii.
Mopaemni OSI ta TCP/IP Oruisin TeXHOJIOT1H JIOKaJIbHUX MEPEXK. Apecariisi KaHAJIbHOTO PiBHS.
Beenenns y mapmpyrusanito: [P-anpecaris. [Iporokon IP. IIporoxon ICMP. Texnomnorist NAT.
[Ipotokonu TpancnoptHoro piBHs: UDP Ta TCP.
[IpoTokomu mpukiagHoro piBHsA: mporokoid DNS, mamamryBanus bind, unbound, mporoxon
DHCP, nanamrysanss, npotokos HTTP, nanamrysanns apache2, nginx.

Tema 2. MepesxkeBi TexnoJiorii Ta DevOps opienToBaHni cepBicu miiargopmu AWS.
Jlexyis 4. O2na0 xmapHux nposaiidepie. Beedenns ¢ AWS.
[Tnardpopma AWS, iHCTpyMeHTapiii 3 po3poOKH, PO3TOPTAHHSA, MIrpalilo JaHHUX, MOCIYTH 3
6e3neku, MooOinbHI cepBicu. CepBicu AWS DevOps: CloudFormation, Cloud Development Kit,
CodePipeline, CodeCommit, CodeBuild, CodeDeploy, CodeStar, Device Farm, Lambda,
Amazon EC2 Container Service.

Tema 3. IncrpmenTn po3roprannsi Ta Docker konTeiiHepu3aiis.
Jlexyis 5. Configuration Management System.
[HCTpYMEHTH [Tt pO3rOpTaHH XMAapHOTO CepBepa 3 HEOOX1AHUMHU TPOTPAMHUMHU Ta allapaTHUMHU
koH(iryparnisimu Terraform, Ansible.

Tema 3. IncTpymenTun po3ropranns Ta Docker konreiiHepu3auisi.
Jlexyis 6 Konmeiinepuzayis.
Benenns no konrteitHepusanii. Docker Hub. OcnoBu Docker. Hamncanns Dockerfile. Private
docker registry. Po6ota 3 docker-compose. Docker Swarm.

Tema 4. Po3ropranus cepiciB Amazon ECS. Beryn 10 cucremu kontposio Bepciii Git.
Jlexkyis 7. Poboma 3 Docker ma Amazon ECS.
Posropranns nporpamu sik HA0OpPY B3a€EMO3AJIEKHUX CEPBICIB 3 YpaXyBaHHIM OallaHCyBaJbHUKA
HaBaHTakeHHs nonatkiB Application Load Balancer (ALB).

Tema 4. Posropranns cepsiciB Amazon ECS. Beryn 10 cucremu koHTpoJio Bepciii Git.
Jlekyis 8. Cucmema xonmponio éepciii Git.
Ornsn git. Beranosnenns: Git-server Ta Gitlab. OcoBu po6otu 3 Git. Posranyxenss B Git.

Tema 5. besnepepBHa iHTerpauis Ta Oe3nepepBHe nocrayanus. Inrerpauisi 3 AWS.
Jlexyia 9. Memooonocis 3abe3neuents HAJIIHOCIMI MA WEUOKOCMI CIMBOPEHHS. NPOOYKMY
CI/CD.
1o Take CI/CD. Build Ta Deploy. Ormsin icnyrounx iHctpymenTiB. Gitlab CI. Jenkins.

10

Tema S. Be3nepepBHa iHTerpauis Ta 6e3nepepBHe nocrayanis. Inrerpamisi 3 AWS.
Jexyia 10. Hanawmyesanns npocmoi cxemu CI/CD 3a donomozoro AWS CodeStar
Ornsg cnekTpy IIa0JOHIB MPOEKTIB Ui IIBUAKOTO PO3pOOKM IMPOrpaM Ta PO3rOpTaHHS B
cepBicax Amazon EC2, AWS Lambda a6o AWS Elastic Beanstalk.

11

Tema 6. MoHiTOPMHT Ta 00pPOOKA TaHUX.
Jlexyis 11. Incmpymenmu mouimopuney.
Ornsig ICHYIOYMX IHCTPYMEHTIB MOHITOpPHUHTY. BetaHoBieHHst Ta BukopuctanHs Grafana.

12

Tema 6. MoHiTOPHHT Ta 00pO0Ka JAHMX.
Jexyis 12. 36ip, 30epicanns ma ananiz oanux. Elasticsearch, Logstash, Kibana.
BcranoBnenns ta nanamtyBanHs ELK. 306ip nori. Ilomyk B Elasticsearch. HamamryBanus
dinprpis. [Momyk y Kibana.

IIpakTnyHi 3aHATTA




HazBa Temu 3aHaTTS Ta nepeniK OCHOBHHX ITMTaHb

Tema 1. Posyminns npaktuk DevOps Ta ocHoBH Linux.

[ITo Take DevOps. Orisia Kypcy.

Iacransmis OC Linux. ITincucrema nosinku ba3osi komanau. Po6orta 3 (haiimamu Ta karamoramu.
TexctoBuii pemakTop vim. KepyBaHHA KopucCTyBayaMH Ta TrpylnaMu. BcraHoBieHHs
MPOrPaMHOTO 3a0€3MCUCHHSI.

VYnpasiiHHA mpolecamu. YTHIITH ps, top, htop, atop. KypuantoBanus. PezepBHe KomitoBaHHS.
HanamryBanns napamerpiB Mepexi. [lporpamyBanss Ha bash.

Tema 2. Mepe:keBi TexnoJiorii Ta DevOps opienToBaHi cepBicu miardpopmu AWS.

Mogneni OSI ta TCP/IP Orsin TeXHOJOTIH JTOKaJbHUX MEepek. AJlpecallisi KaHaIbHOTO PiBHA.
Brenenns y mapmpyrusaniro: [P-agpecaris. I[Tporokon IP. IIporokon ICMP. Texnomoris NAT.
[TpoTokomnu TpancnoptHoro pisast: UDP Ta TCP.

[IpoTtokonu mpukiIagHOro piBHA: MpoTokos DNS, mamamryBanHs bind, unbound, mpoTokon
DHCP, nanamryBanus, npotokoi HTTP, nanamryBanns apache2, nginx.

Tema 2.1 Mepe:keBi TexnoJiorii Ta DevOps opienToBani cepsicu miargpopmu AWS.
[Tnardpopma AWS, iHCTpyMeHTapiil 3 po3poOKH, PO3TOPTAHHS, MIrpalilo JaHUX, MOCIYTH 3
6e3neku, MooOinbHI cepBicu. CepBicu AWS DevOps: CloudFormation, Cloud Development Kit,
CodePipeline, CodeCommit, CodeBuild, CodeDeploy, CodeStar, Device Farm, Lambda,
Amazon EC2 Container Service.

Jlabopamopna poboma: 3natiomcmeo 3 komanoHum psiokom AWS ma poboma 3 wabronamu AWS
CloudFormation

Tema 3. IncTpmenTn po3roprannsi Ta Docker konTeliHepu3auis.
[HCTpYyMEHTH [UIs pO3rOpTaHHS XMapHOTO cepBepa 3 HEOOX1THUMHU NPOTrPaMHUMHU Ta allapaTHUMH
koHbirypamisimu Terraform, Ansible.

Tema 3. lIncrpmenTu po3roprannst Ta Docker konreitHepu3amisi.

Benenns no konrteitHepusanii. Docker Hub. OcnoBu Docker. Hanmncannst Dockerfile. Private
docker registry. Po6ota 3 docker-compose. Docker Swarm

Jlabopamopua poboma: Poboma 3 Docker ma Amazon ECS

Tema 4. Posropranns cepsiciB Amazon ECS. Beryn 10 cucremu koHTposio Bepciii Git.
Posropranns nporpamu sik HA0OpY B3a€EMO3AJIEKHUX CEPBICIB 3 YpaXyBaHHIM OallaHCyBaJbHUKA
HaBaHTakeHHs nonatkiB Application Load Balancer (ALB).

Orusin git. Beranosnenns: Git-server ta Gitlab. OcnoBu po6otu 3 Git. Posranyxenns B Git.

Tema 5. BesnepepBHa iHTerpauisi Ta OesnepepsHe nocrayanus. Inrerpauisi 3 AWS.
o Take CI/CD. Build Ta Deploy. Ormsin icayrounx incrpymenTis. Gitlab CI. Jenkins.
Jlabopamopua poooma.: Hanawmysanuns npocmoi cxemu CI/CD 3a donomozoro AWS CodeStar

Tema 5.1 Be3nepepBHa inTerpauisi Ta 0e3nepepBHe nocravyanus. Inrerpanisi 3 AWS.
Ornsg cnekTpy IIa0JIOHIB MPOEKTIB Ui IIBUAKOTO PO3pOOKH IMPOrpaM Ta PO3rOpTaHHS B
cepBicax Amazon EC2, AWS Lambda a6o AWS Elastic Beanstalk.

Poboma 3 AWS OpsWorks ons Chef Automate

Tema 6. MoHiTOPHHT Ta 00pO0KA TAHMX.

Ornsi iICHYIOYUX IHCTPYMEHTIB MOHITOPUHTY. BeTanoBneHHs Ta Bukopuctanus Grafana.
BcranoBnenns ta nanamtyBaHHs ELK. 36ip nori. Ilomyk B Elasticsearch. HanmamryBanus
¢iapTpiB. [Homyk y Kibana.

Jlabopamopna poboma: Pyune mecmysanus. mecmysanHs He (YHKYIOHATbHUX BUMO2

Camocriiina po6oTa cTyaeHTa

Kinekicts
Bun camocriiinoi pob6oTu TOIUH
CPC

Tema 1. Posyminns npaktuk DevOps Ta ocHoBH Linux.
HanpaitoBaHHsl NMPakTUYHOTO JOCBIy B CEpENOBUILY OINEpaliiHOI CUCTEMHU 10
cimeiictBa Linux.




Tema 2. Mepe:xeBi TexHousorii Ta DevOps opieHToBaHi cepBicu miargopmu

2 AWS. 10
HanamryBanns BipTyansHOi Mepexi B cepeni OC Linux ans npakTUYHUX 3aHSAThH
3 Kypcy.

3 Tema 3. IncTrpymenTn po3ropranus ta Docker koHTeliHepu3amis. 10

Posroprannst Docker Ta HanamTyBaHHsI B3a€EMOJIi 3 pI3HUMU KOHTEHHEpaMU
Tema 4. Posropranns cepsiciB Amazon ECS. Beryn 10 cucreMu KOHTPOJII0
4 Bepcii Git. 10
CrBopenHs HaByasIbHOTO aKkayHTy B Amazon ECS. Anpobaitisi cepBiciB.

Tema 5. be3nepepBHa inTerpauis Ta 0e3nepepBHe nocrayanus. lnrerpauis 3

5 AWS. 10
Posroprannst CI/CD. Bukopuctanus ma6goniB AWS.
Tema 6. MoHiTOPHHT Ta 00pO0Ka TaHMX.
6 . .. 10
Bcranosnenns Grafana, ELK, migkiroueHHs 10 HanmpalibOBaHUX CEPBICIB.
7 | IliaroroBKa a0 3aJiKy 6

KonTpoJsbHaa podora

MeTtoro KOHTPOJBHOI POOOTH € 3aKpIiIUIEHHS Ta IEepeBipKa TEOPETUYHUX 3HAHb 13 OCBITHHOI'O
KOMITOHEHTa, Ha0YTTS CTYACHTAMH MPAKTHYHUX HAaBUYOK CAMOCTIMHOTO BHUpIIIEHHS 3a[a4 Ta CKJIaJaHHI
Ta KOMITUIAIIT TIPOTrpaM.

Monyneaa koHTposibHa pobOotra (MKP) BUKOHYEThCS Ticis BHUBUYEHHS TeM 1-6 Ta BUKOHAHHS
OpakTUYHUX 3aHATh 1-5. KoHTposibHa poOoTa HmpOBOIATHCS y cepedoBMII Linux 3 BHUKOPUCTAHHSIM
incrpymenTapito Docker. KoxkeH cTymeHT oTpuMye iHIMBiAyajbHE 3aBIaHHS, BiJIOBIAHO O SKOTO
HEOOXIJJTHO BHMKOHATH pPO3rOPTaHHSA IPOrpaMHOI0 KOMIUIEKCY, peajlizallis IOCTaBJIeHOI 3ahadl Ta
MOHITOPHUHT SIKOCTI BUKOHAHHS IIPOTPaMHOI CKJIaI0BOI 3aa4i.

IoniTKa Ta KOHTPOJIH
6. IMogiTmka HABYAJBLHOI JUCHHUILIIHHA (OCBITHHOI0 KOMIIOHEHTA)

BinBinyBaHHS JEeKLIHHUX Ta TJaOOPATOPHUX 3aHATH € 000B’I3KOBUM 33 BUHATKOM MTOBAKHUX NPUYHUH
(xBOpoOH, hopc-MaxopHUX 0OCTABUH).

B pasi mponymieHHs 3aHATH 3 MOBAKHUX MPUYMH BUKJIA1a4 HAZa€ MOKIMBICTD CTYJICHTY BUKOHATH
yci abo nesiki 1abopaTopHi 3aBJaHHs (BUHATKOM € BUKOHAHHS JISSIKUX 3aB/IaHb y 3B’SI3KY 13 3aKiHUEHHIM
HaBYAJIBHOTO MPOILIECY).

B pasi nponymieHHs 3aHATh 6€3 MOBaKHUX NMPUUMH, a TAKOXK Yepe3 MOPYIIEHHs TPaHUYHOTO TEPMiHY
BUKOHaHHS 3aBaaHHs (deadline) ctyneHT moxe oTpumMatu 80% BiJ MaKCHMMajabHOI OL[IHKM BIJIOBIJHE
3aBJIaHHS.

[TpoTsirom cemecTpy CTYACHTH:

- BUKOHYIOTh Ta 3aXHILAIOTh JJAOOpaTopHi poOOTH Yy BIAMOBIIHI TEPMiHU (Ha KOXKHY Ja0OpaTOpHY
po06OTYy BIIBOAUTHCS JABA THKHI IS 3/1a41),

- IUIIYTh MOJYJbHY KOHTPOJIBHY POOOTY,

- MIOBMHHI O3UTUBHO 3aKPUTH JIB1 aTecTallii (B KiHII Oepe3Hs Ta B CEpeIMHI TPaBH),

- 110 3aKiHUEHHI HAaBYAJIBHOT'O MPOLIECY CKIAJAI0Th €K3aMEH.

CucreMa BUMOT, sIKi BUKIIaJ[a4 CTABUTh MEepPe CTYACHTOM:

e [paBMUJa BI/ABIlyBaHHS 3aHATH: 3a00POHEHO OIIHIOBAaTH MPHUCYTHICTH ab0 BIIACYTHICTb
3n100yBaua Ha ayJUTOPHOMY 3aHATTI, B TOMY YHCJIl HapaxoBYBaTH 3a0XO4yBalibHI a0o
mrpadui 6anu. BinmosigHo mo PCO ganoi mucruruiind 6anu HapaXxoOBYIOThH 3a BIATOBITHI
BU/IM HABYAJIHHOI aKTHBHOCTI Ha JICKIIMHAX Ta TPAKTUYIHUX 3aHATTSIX.

e TIpaBWJIA MOBEMIHKU Ha 3aHATTAX: CTYJACHT Ma€ MOXKIIMBICTh OTPUMYBATH OaJIM 3a BiMOBITHI
BUJY HAaBUAIBHOI aKTUBHOCTI Ha JICKI[IHHUX Ta MPAKTUYHHUX 3aHATTSX, nependadeni PCO
TUCIUIIIIHKA. BukopuctanHs 3aco0iB 3B’s3Ky I TOIIYKY iH(opmariii Ha Tyria-AaucKy
BUKJIa/la4ya, B IHTEpHETI, B JUCTaHIiItHOMY Kypci Ha miatdopmi CikopChKuil 311HCHIOETHCS
3a yMOBH BKa3iBKH BUKJIa/1a4a;



MOJTITHKA JIe/IIaiiHIB Ta MEepeCcKIIaanb; SKIIIO CTYJAEHT He TpoxoauB ado He 3’ siBuBcst Ha MKP
(6e3 mWOBaXXHOI NPUYMHHU), HOro pe3yibTarT ouiHeThbest y 0 Oami. Ilepecknananus
pesynbTaTiB MKP He nepenbadeHo;

MOJITHKA MO0 akazeMmidHoi moOpodecHocTi: Komekc decti HamioHambHOTO TEXHIYHOTO
YHIBEPCHUTETY VYkpainu «KuiBchkuit MOJIITEXHIYHUHN THCTUTYT»
https://kpi.ua/files/honorcode.pdf BcTaHOBIIIOE 3arajabHi MOpaJbHI TPUHIUIK, IpaBUja
€TUYHOI TIOBEIIHKH OCi0 Ta mependadae MOMITHKY aKaJAeMidHOT T0OpOYeCHOCTI TSt 0Ci0, 110
NpPaIOITh 1 HABYAIOTHCS B YHIBEPCHTETI, SKAUMH BOHHM MalOTh KEpyBaTUCh Yy CBOIH
JiSUTBHOCTI, B TOMY YHCIII TIPU BUBYCHHI Ta CKIIAJAaHHI KOHTPOJBHUX 3aXO0JIiB 3 AUCIUILIIHI
«CucremMu aBTOMaTH3aIl»;

IIpH  BUKOPHUCTaHHI MUQPPOBUX 3ac00iB 3B’SI3Ky 3 BHKJIagadyeM (MOOUIbBHMHA 3B’S30K,
eJICKTPOHHA TIOINTa, Mepenrcka Ha ¢opymMax Ta y COIMEpexax TOIm0) HEOOXiTHO
JNOTPUMYBATUCh 3araJIbHONIPUHHATUX CTUYHUX HOPM, 30Kpema OyTH BBIWIMBUM Ta
00MEXyBaTH CHUIKYBaHHS pOOOYMM YacOM BHKJIaJaya.

7. Buau KOHTPOJIIO Ta PeTHHIOBA CHCTeMa OLIHIOBAHHA pe3yJbTaTiB HaBYaHHsa (PCO)

IloTouHuMIT KOHTPOJIL: BIIPABH HA JEKIINHUX 3aHATTAX, TecTyBaHHs, MKP, BuUKkoHaHHA 3aBlaHb 70
MIPAKTUYHUX 3aHATh, BAKOHAHHS Ta 3aXHCT JJa00paTOPHUX POOIT.

KanennapHuii KOHTPOJIb: POBATUTHCS JBIYi HA CEMECTP SIK MOHITOPHHT IIOTOYHOTO CTAHY
BUKOHAHHS BUMOT CHIIa0ycCy.

CemecTpoBHii KOHTPOJIb: 3aJIIK.

Cucmema peitmunzosux (6azosux) oanie ma Kpumepii OYiHIO6AHHA

1) Po6ora Ha JeKIlsIx

Ha nexuisix Moxe OyTH MpOBEIEHO OJIIIONUTYBAaHHS CTYJIEHTIB. Taki ONMUTYBaHHS MPOBOISATHCS Ha
JOBUIBHMX JIEKLIAX 5 pa3iB MPOTATOM CEMECTpY, HapHUKiHI Jekuii. BaroBuit 6ax 3a BipHy Bianosiab - 1.
MakcumanbHa KUTbKICTh OalliB, 110 MOKE OTPUMATH KOKEH CTYACHT 3a CEMECTp - .

2) JlaGopaTopHi MPaKTUKYMHU

MakcuMarnbHa KiTBKICTh OalliB 3a yCi BUKOHAHI KOMIT FOTEPHI NPAKTHKYMH JOpiBHIOE 60 OariB.
Po3nonin 6aniB cepen 1abopaTopHUX MPAKTUKYMIB HACTYITHUI:

Ne Ha3sa mabopatopHOro npakTukymy Kimbricrs
3/1 OamiB
1 | 3naifomcTBO 3 KOMaHIHMM psikoM AWS Tta poGora 3 mabimonamu AWS 12
CloudFormation
2 | HanamryBanus npoctoi cxemu CI/CD 3a gonomororo AWS CodeStar 12
3 | Po6ora 3 AWS OpsWorks mist Chef Automate 12
4 | Pobota 3 Docker Ta Amazon ECS 12
5 | Pyyne tecTyBaHHs. TecTyBaHHsI HE QYHKIIOHAJIBHUX BUMOT 12
Bceporo: 60

Kpumepii oyinioeanns:

Buxonanns nabopamopno2o npakmuxymy:

3)

BUKOHAaHUHN CBO€YACHO (MPOTSATOM JIBOX THJKHIB 3 MOMEHTY BHJadi), Y MOBHOMY 00Cs31 —
BIJIMOBIAHUN OaJt 3TiJTHO HOMEPY KOMIT I0TEPHOT0 IPAKTUKYMY;

BHUKOHAHUI 13 3ami3HeHHSIM — 3HIMacThest 10 — 30% Big MakCHMaiabHOI KIJIBKOCTI OailiB B
3aJIe)KHOCTI BiJ] TEPMIHY 3aMi3HEHHS;

BHKOHAHHMI HE CAMOCTIHHO, 13 3ami3HEHHSM — 3HIMaeThesa 5S0% Big MaKCHMAaJIBHOT KIJTbKOCTI1
OauiB;

HEBHKOHAHU | MpOTATOM BifBeAeHOTO yacy — 0 6amiB.

MoayiibHa KOHTPOJIEHA poboTa

MaxkcumanbHa KUTbKICTh OaiB 3a MOIyJIbHY KOHTPOJIbHY poOoTy nopiBHIoe 10 OaiB.



Axicmob euxoHanHs pobomu:
— ycl BianoBiji BipHi Ta moBHi —10 Ganis,
— Y BIANIOBIJSAX TOMYIICHI HECYTTEBI HETOUYHOCTI — 8 OaltiB,
— TIOJIOBWHA BIJIMOBiJIeH BipHA — 5 OautiB,
—  BIJMOBIAI 3 CYTTEBUMH HETOUYHOCTSIMH, ajie 0€3 KPUTUIHHUX TIOMUJIOK — 2 Oauiu,
— MEHIIIC MTOJIOBUHU BiANOBicH BipHa — 0 OaiB.

[tpadHi Ta 3a0x09yBagbHI Oanu 3a:

- aKTUBHICTh Ha KOMIT IOTEPHUX MPAKTUKYMax + 2 G6anmu
- BUKOHAHHSI KOMIT FOTEPHOTO + 1 6anu
MPAKTUKYMY 3 BUKOPUCTAHHSM BJIACHOTO ONTUMAILHOTO QJIITOPUTMY
- BIZICYTHICTh Ha 3aHATTI 0€3 MOBaKHOT TPHUYUHH — 2 Oanmu
- HECBO€YACHA 3/]auya KOMII IOTEPHOTO IMPaKTUKyMy (Ti3HilIe HiX 3a
THXKJICHB ) —0,5 6aiis;

4) CkiagaHHs 3aIiKy
MakcumanpHU# BaroBuit 6ai ricn=40
Ha icniuti cTyZ€HT BUKOHY€E MTMCbMOBY KOHTPOJIbHY POOOTY, SIKa MiCTHTB JIBa TCOPETUYHHUX IMUTAHHS

1 O/IHE MpakTHYHEe NUTAaHHS. TeopeTHuHi MUTaHHS OLIHIOIOTHCS MakCcUMaibHO 1o 10 GamiB, mpakTHYHE —
20 Oamis..

Ymosu nozumuenoi npomiscnoi amecmayii

s oTpuMaHHS ,,3apaxoBaHO’ 3 MEPIIOi MPOMIDKHOI arecTamii CTyAeHT Matume He MeHmie Hix 30
OainiB (32 yMOBH, IIO 32 8 THXKHIB 3TIHO 3 KaJEHAAPHUM ILJIAHOM KOHTPOJIHUX 3aXOJiB ,,17i€abHUN”
CTYAEHT Mae oTpumatu 12 +12 +12 = 36 Oaun).

JlJist OTpUMaHHS ,,3apaXxoBaHO’ 3 APYroi MPOMIXKHOI arecTarii CTYJACHT MaTuMe He MeHIIe Hixk 50
OarniB (3a yMOBH, 1110 32 14 TKHIB 3TiHO 3 KaJCHIAPHUM IUJIAHOM KOHTPOJBHUX 3aXOIB ,,i7€albHUIN
CTyAeHT Mae oTpuMaTi 36 +12 +12 =60 Gautis).

YMOBU JONYCKY A0_3a1iKy
Heo0xiqHOIO yMOBOIO AOMYCKY A0 3aJliKy € 3apaxyBaHHS YyCiX KOMIT'IOTEPHUX IMPaKTUKYMiB Ta
BUKOHAHHS MOJTyJIbHOI KOHTPOJIbHOI poOOTH, a Tako cTapToBuil peUTHHT (Rc) He meHie 40 6aniB.

Pospaxynok wikanu (R) peiimunzy:
Cyma BaroBux OajiB KOHTPOJBHUX 3aXOJIB MPOTITOM ceMecTpy (IIKaja peHTHHTY) CKIIAJac:
R = I'iex + Mipaxr + Mvox + lien = 5+45 + 10 + 40= 100 6amis.

MakcuManbHH CTapTOBUN PEUTUHT CTAHOBUTD R = I nex +lmpaxr + Mo = 60 OatiB.
Peitrunr 3aniky gopiBHioe 40 GarniB. MiHIManbHUNA PEUTHHT JIOMYCKY A0 31Ky CTaHOBUTH 40 OaiB.
Takum YMHOM, PEUTHHIOBA MIKAJA 3 KPEAUTHOTO MOTYJIS CKIIA1a€

R = 60+40=100 6anis.
JI51s1 OTpUMaHHS CTYIEHTOM BIJIOBITHUX OI[IHOK PEHTHHIOBA OIIHKA CTYAECHTAa NEPEBOIUTHCS 3T1IHO

TaOJUII BiIMOBITHOCTI pEUTHHIOBUX OAJTiB OIIHKAM 32 YHIBEPCUTETCHKOIO IITKAJIOO:

banu Ouinka
95 - 100 BinmiaHO
85 - 94 Hyxe modpe
75 - 84 Jo6pe
65 - 74 3a10BUILHO
60 - 64 JocratHbo
Menie 60 HesanoBinbHO
R <40 e me3zapaxoBani podoTu He nomymieno
KOMIIT FOTEPHOTO TIPAKTUKYMy a00 He
BUKOHAaHI1 1HIII YMOBHU JOMYCKY JI0 €K3aMEHY




8. JomaTkoBa iHdopmaiisi 3 AMCHUILTIHUA (OCBITHHLOT0 KOMIIOHEHTA)

[Tepemik mUTaHb, IKi BUHOCSATHCSA Ha CEMECTPOBUN KOHTPOJIb:

1. DevOps. AnantuBai anroputMu. CTaHIapTU3aIlis CEpeIOBHIL PO3POOKH.

2. KepyBanHs kopucTyBayamu Ta rpyrnamu Linux.

3. Ynpasminas nporecamu Linux.

4, HanmamryBaHHS napamMeTpiB Mepexi Linux.

5. IIporpamyBanHs Ha bash Linux.

6. Mapmpyru3zamis: [P-aapecartis. [Ipotokon IP. ITporokon ICMP. Texunonoris NAT.

7. Git. YpaBiiHHs BEpCisIMH.

8. Ilporokonu tpancnoptHoro pisus: UDP ta TCP.

9. IlpoTokoysm mpuKIagHOro piBHA: MpoTtokod DNS, HamamTyBanHs bind, unbound, mpoTokomn
DHCP, nanamtyBanns, nporokoia HTTP, nanamryBanns apache2, nginx.

10. Ilmarpopma AWS, iHCTpyMeHTapiid 3 pO3pOOKH, PO3TOPTAHHS, MIrpallis IaHUX, TOCIYTH 3
Oe3nexu, MOOLTbHI CEpPBiCH.

11. Po6ora 3 AWS OpsWorks mis Chef Automate

12. THcTpyMeHT /715 pO3ropTaHHs XMapHOTO CepBeEpa 3 HEOOX1AHUMHU IPOTPAMHUMHU Ta arlapaTHUMH
koHirypamismu Terraform.

13. TncTpyMeHT 715 pO3ropTaHHs XMapHOTO CepBEpa 3 HEOOX1THUMHU IPOTPAMHUMHU Ta allapaTHUMH
koH(iryparisimu Ansible.

14. Bukopucranss nmporpam 6e3nepepBHoi iHTerparii. Po3poOka uepes tectyBanus. [IpononoBasi
METOJIUKH.

15. ABTOMaTiu4Hi IpuiiMalibHI BUPOOYBaHHSI.

16. PexomMeH10BaH1 METOMKH aBTOMATUYHOTO MPUIMAaNIbHOTO TecTyBaHHs. Py4yHe TecTyBaHHS.
17. ABTOMaTHu3aIlisi pO3ropTaHHs Ta MOCTavyaHHs pemi3y. BigkaT 3miH.

18. TectyBanus He QpyHKLIOHAIBHUX BUMOT. [[iATOTOBKA O BUITYCKY.

19. Cuenapii 30ipku i po3ropTaHHs.

20. Po3ropTaHHs TECTOBUX CEPEJOBHUII T X TECTyBAHHS.

21. AnbTepHATHBHI MIIXOAM 10 Oe3MepepBHOI iHTETparlii.

22. Cepsic Docker Hub.

23. Harmucanus Dockerfile.

24. Private docker registry.

25. Po6ora 3 docker-compose.

26. Tlnatdopma opkecTpyBaHHs KOHTeHHepiB 3 Binkputum Kogom Docker Swarm.

27. Pobora 3 Git.

28. Posranyxenns B Git.

29. Curemu CI/CD peanizaris Build ta Deploy.

30. Gitlab CI. Jenkins.

31. Buxopucranus Grafana.

32. HanamryBanus ELK.

33. 36ip moriB ELK.

34. Hanamrysanus ¢instpis ELK.

Ckaaneno crapuum Bukinanadem II13E, Konmymberom Bagumom IlerpoBuuem

YxBaJjeno kadenporo imxeHepii nporpamuoro 3abesneuenns B enepretuni HH IATE (mporoxomn Ne 34
Bix 10.05.2024 p.)
Ioroa:keno Metoauunoto komicietro HH IATE (mpotokon Ne 9 Bix 31.05.2024 p.)



