HayioHanbHUI TEXHIYHMHI YHIBEpCUTeT YKpaiHm Kadeapa imkeHnepii
«KUIBCbKMUM NONITEXHIYHUA IHCTUTYT NporpamMHoro 3aéesne4yeHHs B
imeHi ITOPA CIKOPCbLKOIO»

eHepretuui (II3E)
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Pob6oua nporpama HaBYaNbHOI AUCUUNNIHU

(Cnnabyc)

PeKBi3auTMHaB4Ya/bHOI AUCLUNANIHM

PiBeHb BULLOI OCBiTU Apyruii (marictepcbKii)
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KOHTPOJIbHi 3axoAaun

Po3Kknag, 3aHATb http://rozklad.kpi.ua/

MoBa BUKNagaHHA YKpaiHcoka

IHpopmaLiia npo JlexTop: A.T.H., npogecop aspunko EszeH Bonodumuposuy, gev.1964@ukr.net,
KepiBHUKa Kypcy / men. 067-506-91-85

BMK/aAauis JlaGoparopHi 3aHATTS: A4.T.H., pogecop [aspunxko EszeH Bonodumuposuy,

gev.1964@ukr.net, men. 067-506-91-85

Po3milLeHHA Kypcy Googleclassroom, Zoom, eKamnyc, Tenezpamm

MporpamaHaBYanbHOI AUCLUNAIHN
1. OnucHaBYanNbHOI AUCUUNAIHK, T MeTa, NpegMeT BUBYAHHA Ta pe3y/ibTaTu HaBYaHHA

CborogHi Bce binblie KOPUCTyBaYiB HaAaloTb nepesary 6e34poToBUM, MOBIIBHUM Meperkam, Lo
MiLLHO NOCINN BaXKnMBe MicLe B HALIOMY KUTTi Ta 36epiraHHi0 Ta 06pobKM iHPpopMaLi Ha yaaneHHUX
cepBepax XMapHOro cepefoBuiLa. BoHM [03BONAOTE OTPMMATU LLMPOKOCMYTOBUIA AOCTYN A0 MEpPEexi
IHTEepHEeT, AaloTb MOXIMBICTb 0OMiIHY Ppannamm y IOKaNbHIA MepeXKi, He 3acTOCoBYHOUMN Kabeni nepeaayi
AaHux. MNepebyBaoun B rpoMagcbKOMy MiCLLi Y/ B KOJIi ApY3iB, 6arato XTo NOYMHAE LIYKATU HANBANKUIY
Touky goctyny Wi-Fi, Hi Ha XBWAWHY He 3aMMUCNIOYUCb MPO MUTAHHA 6e3neku NpU KOPUCTYBaHHI
6e3gpotoBuMKN Mepexkamu. Cnabke ysBAEHHA KOPWUCTYBaAYiB MPO 3arpo3v A03BOMAKTb 310BMUCHUKY
oTpuMaTn AocTyn Ao iHpopMaLii KopucTyBadis, aarKe 3aBAAKM 0cOBAMBOCTAM cepefoBMLA Nepeaadi
6e34p0TOBI Mepexi He MOXKYyTb 3abe3neynTn pPo3melkyBaHHA AOCTYMy A0 AaHMX, TOMY NaKeTu, Wo
nepeaarTbca KNIEHTOM abo TOYKO AOCTYyNy, MOXKYTb ByTM OTpMMaHi Byab-AKMM NPUCTPOEM B 30Hi Aji
MmepexKi.
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3axuct iHdpopmalLii Ta Kibepbe3neka ¢GOPMYIOTb OKPEMi BaXKAMBUM HanpPAMU  Ais/IbHOCTI
cneujanictis IT, iHKeHepiB 3 nporpamHoro 3abe3sneyeHHA. BuBueHHA BMBipKoBOI Ancumniiin «Metoam i
3acobu 3abe3neyeHHA be3nekn 6e34p0TOBUX, MODINIbBHUX Ta XMapHUX TexHonorih (BMXT)» npuceayeHe
pi3HMM nigxogam 3axmucty iHbopmauii Ta 3abesneyeHHA 6e3nekn 6e34p0ToBUX, MOBINbHUX | XMAPHUX-
pecypcis Big HECAHKLLIOHOBAHOIO BN/AMBY, BHECEHHIO 3MiH, 3HUKHEHHIO Ta KpPagirKKam.

MeTol HaBuyanbHOI AUCLUNAIHU € GOPMYBaAHHA Yy CTYAEHTIB 34aTHOCTElN 40 BMKOPUCTaHHA 3aKOHOAABCTBA
YKpaiHW, opraHisauiiHmnx, TEXHIYHNX, aATOPUTMIYHMX Ta iHLWKWX MEeTOAIB i 3aco6iB 3aXMCTy Nporpam i AaHuX Y Lin
obnacti 3 meToto 3abe3snedysatv 3axucT iHpopmauii 6€34poToBMX, MOBINIbHUX | XMapHUX-peCcypCiB.

3aBgaHHA. OCHOBHMMMW 3aBAAHHAMM BUBYEHHA AUCUMNAIHM ««MeTogm i 3acobu 3abesnevyeHHs
6e3nekn 6e34poToBMX, MOBINbHMUX Ta XMAPHUX TEXHONOTIN»» € OTPUMAHHA CTYAEHTOM KOMMNETeHUin ana
TOro, Wob NPMMMaTM y4acTb Y MPOEKTYBaHHI iHOOPMALIMHMX CUCTEM, PO3IAAHYTI 3arasibHi NUTAHHA
3axmucTy iHbopMauii nig Yyac nepenaBaHHA B 6e34p0TOBUX, MOBINbHUX | XMAaPHUX CEPBEPHUX TEXHONOTIN.
HasepeHi npuknagn 3namyBaHHA wWndpocuctem. 3HavyHa yBara NpuAinAeTbca aBTeHTUdiKau,i, nignucy,
AKMN NiATBEPOKYE AIMCHICTD i LiNICHICTb 4OKYMEHTA.

B pe3ynbTaTti BUBYEHHA AUCLMUNAIHM Y CTYAEHTIB NOBMHHI cGOPMYBATMCA HACTYMHI KOMMNETEHTHOCTI:

3020/1bHi:
° 30aTHICTb A0 aBCTPAKTHOrO MUCNEHHSA, aHaNi3y Ta cMHTe3y (3K1),
° 34aTHICTb CNiNKyBaTUCA iIHO3EMHOK MOBOLO K YCHO, TaK i NTncbMoBO (3K2),
° 3[aTHICTDb CMiNKYBATMCA 3 NPeACTaBHMKAMM iHWKUX NPOPECiMHUX rpyn pisHOro piBHA (3
eKcnepTamum iHLWKX ranysei 3HaHb/BUAIB EKOHOMIYHOI AisnbHOCTI) (3K4).
haxoesi:
° 34aTHICTb Po3p0basaTK, aHaNi3yBaTM Ta 3aCTOCOBYBATM cneuumdikalii, cTaHgapTn, npasuna
i pekomeHgaL,ii B chepi iHXKeHepii nporpamHoro 3abesneyeHHsa (PK5);

° 34aTHICTb MPOEKTYBATU apXiTEKTYPY NPOrpamHoro 3abesneyeHHs, MOAEN0BaTU NPOLLeCH
dYHKLUiOHYBaHHA oKpemux niacuctem i moaynis (PK3);
° 3[aTHICTb KPUTUYHO OCMMCAIOBATU Npobaemu y ranysi iHpopmaLiiHUX TEXHONOTIM Ta Ha

MeXi ranysen 3HaHb, iHTErpyBaTH BiAMNOBiAHI 3HaHHA Ta PO3B’A3yBaTU CKAAAHI 3a4adi y WMPOKKX abo
MYNbTUANCUMNAIHAPHUX KOHTEKCTax (PK7);

Micna 3aCBOEHHA HABYANbHOI AUCUMNNIHU CTYAEHTU MaloTb NPOAEMOHCTPYBATU TaKi NpOrpamHi
pe3ynbTaTh HAaBYAHHA:

° BM3HAYaTW BUMOTM NONITUKKN Be3nekn Ta popmyBaTh CBil Npodinb 3aXMCTy BigNOBIAHO A0
3abe3neyeHHna nocayr 6e3nekun B iHbopmauinHin cuctemi (MPH1L);

° CTaBUTWU 3aBAaHHA, aHaNi3yBaTU, 4aBATK MOPIBHANIbHY XapPaKTEPUCTUKY PISHMX BapiaHTIB
3aCTOCYBaHHA MEXaHi3MiB Ta MPOTOKOAIB 3aXUCTy iHpopMaLii B iHpopmaUiliHil cuctemi (MPH3);

° 3abe3neyyBaTn 0brpyHTOBaHWUI Miabip nporpamHo-anapaTHMX Ta NporpamHmx 3acobis
Ans 3abesneyeHHA HeobxigHOro piBHA 3axmcTy iHpopmalii (MPH5);

° aHani3yBaTW TEXHIYHI NapameTpu AitoYMX NPOTOKOAIB Ta MexaHi3miB 3axmcTy iHbopmaui

3 TOYKM 30py BMKOPUCTAHHA B KOMM'IOTEPHUX CUCTEMAX Ta MeEpEXKaX, BM/MBY iX XapPaKTEPUCTMK Ha
OCHOBHI NOKa3HUKK iHbopMaLiliHUX cucTem B Linomy(MPH7);

° NPOBOAUTN aHani3 ePeKTUBHOCTI MPUMHATUX TEXHIYHUX pilleHb WoAo0 3abesneyeHHs
3axucTy iHpopmauii B iHGOPMALIMHMX CUCTEMAX, KOPUCTYBATUCA MATEMATUUYHMM Ta CTATUCTUYHUM
anapaTom WOA0 BUPILWEHHA iHXEHEPHUX 3aBAaHb, AKI BUHUKAOTb Nifg Yac pO3pobKM Ta AOCAiOKEHHA
mexaHismis (MPH7);

° 3abe3neyyBaTM  3axMCT  NporpamHoro Ta  iHGopmauinHoro 3abesneyeHHs Big,
HecaHKUioHoBaHux ain (MPH12).

2. MNpepekBi3uTK Ta NOCTPEKBI3UTU AUCLMNAIHM (MicLe B CTPYKTYPHO-/10MiYHiA cxeMi HaBYaHHA 3a
BiANOBiIAHOIO OCBITHLOIO NPOrpPamoto)

Mpepeksizumu OucyunaiHu. 3HAHHA Ta BMiHHA, OTPUMaHi NPU  BUBYEHHI AUCUMNNIH:
«Komn'toTepHa AMCKpeTHa MmaTemaTuvKka», «AnropuTmisauia Ta nporpamysaHHa», «OnepauinHi



cuctemMmn», «O6’eKTHO-OPIEHTOBAHMI aHanNi3 Ta KOHCTPYKOBAHHA MNPOTrPaMHUX CUCTEM», «3axucT
KOMN'OTEPHUX NPOrpPam».

Mocmpeksizumu AucyunaiHu. OTPUMAHI 3HAHHA NPWU BMBYEHHI AucumnaiHM «Komn’toTepHe
MOZENIOBAaHHA Ta OoNTMMi3auia» ¢opmye 6a30Bi 3HAHHA ANA BMBYEHHA AMCLUMNAIH, NOB’A3aHMX 3
MOZENOBAHHAM, YMCENIbHUM pPO3B’A3KOM 06YMCNIOBANbHUX 33afay, ONTMMI3auii Ta pPO3pobKM
nporpaMHoro 3abesneyeHHAa ANA cucTem 3axucTy y 6e34poToBuX, MOBINbHMX Ta XMAapHMX CUCTEMaXx
HaKkonu4yeHHA, 36epiraHHi i nepegaBaHHA iHbopmau,ii.

3. 3MicT HaBYaNbHOI AUCUUNAIHN

Po3gin 1. Ictopia 6e3neku 6e3ppoToBuX, MOGINILHUX Ta XMapHUX TexHonorin (BMXT).

KopoTkuii ornag, ictopii 6e3neks nporpamHoro 3abesneyeHHs. Po3rnsHyTM nepeaicTopito  BUTOKIB
XakepctBa. [oyaTok Komn'toTepHoro 3somy. Ictopia BcecBiTHbOI naByTMHUM (theWorldWideWeb, WWW), wo
3'aBunaca y 1990-x, a ii nonynspHicTb NoYasa CTPiMKO 3pocTaTh Ha no4vatky 2000-x.

OCHOBHi MOHATTA i aHanis 3arpo3 iHpopmauinHoi 6e3nekn. OCHOBHI NOHATTA 3axUCTy iHbopMmaLil i
iHpopmaUiliHoi 6e3nekn. AHaniz 3arpo3 iHdopmauinHoi 6e3snekn. OCHOBHI MeToAM peanisauii 3arpos
iHpopMmaLiliHoi 6e3nekn. KomnoHeHTH 3abe3neyeHHs 6e3nekun iHpopmauinHoi cuctemu. Cnocobum 3abesneyeHHs
Komn’toTepHoi 6e3nekn. CTaHaapTU OUiHKM 6e3neku iHpopmauiiHUX cucTem. 3arasibHi meToamn 3abesneyeHHs
iHpopMmaLiliHoi 6e3nekn. KnacudikaLis 3axmcTy cydacHUX onepauiiHuUx CUCTEM.

Po3gin 2. OpraHisauia mepex B BMXT.

MeTtoam ouiHKkM BpasnmsocTen Wi-Fi; 6e3apoToBi mepexki; wndpyBaHHA, aBTeHTUdIKaALiA, TOYKa AOCTyny,
mepexkeBe obnagHaHHa, WEP, WPA, WPA2, WPS, WDS p[03Bo/slOTb PO3YMIiTU OCOB/IMBOCTI yparKeHHA
iHpopMmaLiiHMX pecypcis.

Po3ain 3. Metogu 3namy 8 BMXT.

BMX3 b6yayTb MaTM PO3BMTOK Ta 3pocCTatoumilt Tpadik y UMX Meperkax, Mo¥Ke npusBectn Ao besnivi
iHUMAaeHTiB iHbOpMaLiiHOI 6e3neKkn, HanpuKAaa: PO3ro/IoWeHHs KOH)iAeHUiMHOT abo BHYTpiWHbOTIHGOpMaLLi;
HecaHKLUioHOBaHWI gocTyn Ao iHpopmau,ii;BipycHa aTaka, KomnpomeTalia o6/iKoBMX 3anuciB; nepeBULLLEHHA
NMOBHOBAMKEHb; MOHITOPUHT iIHGOPMALLIMHOT cUCTEeMU;aTaKM Ha MepeKeBe 061agHAHHSA Ta iHLWe.

Po3gin 4. 3axuct inpopmauiii 8 BMXT.

MexaHiamun 3axucty Mmepexk BMXT nepegbavaioTb aBTeHTMOIKALIO (KMNIEHT Ta TodyKa gocTyny
NPeACTaBAATbCA OAMH OAHOMY | MiATBEPAMKYIOTb MpaBa Ha OOMiIH gaHumu) Ta wupyBaHHA (06paHHS
anroputmy wndpysaHHA iHGopMaLil Ta AaHMX, WO NepeaaroTbca No 6e3apoToBii Mepeki, reHepauia Ta 3miHa
KAtouiB).

3annaHoBaHi BUAW HaBUYaNbHOI AiANbHOCTI Ta MeTOAU HaBYaHHA

MnaHyeTbcA MNPOBEAEHHA HaBYa/bHUX 3aHATb Y BWUAI /eKUii Ta  nabopaTopHMx 3aHATb. OCHOBHMUIA
3MICTOBHMIA MaTepian AUCUMNAIHM BUKNALAETbCA HA NeKuiax. JTabopaTopHi 3aHATTS NpoBOAATbCA 3 METOH
3aKpinaeHHA 3HaHb 3 OCHOBHWUX TEeM AMCUMNAIHK; POPMYBAHHS Yy CTYAEHTIB HaBMYOK i BMiHb 3 BUKOPUCTAHHA
TEeXHOJoriM 3axucTy iHpopmauii Web-pucypcis.

4. HasuyanbHi matepianu Ta pecypcum

HTMLS5 SecurityCheatsheet [Enektponuuii pecypc]. - Pexxum foctyny: https://html5sec.org.

AndrewHoffman .Web Application Security: Exploitationan dountermeasures for Modern
WebApplications - :,2021.—336c.

Heiderich M., Nava E., Heyes G., Lindsay D. Web Application Obfuscation. - [ISBN-10: 1597496049.

McNab C. NetworkSecurityAssessment : Know Your Network, secondedition. - ISBN-10:0-596-51030-
6.

OWASP Foundation. OWASP TestingGuide v4.0 [EnekTpoHHuIl pecypc]. - Pexum pocrtyny:
https://www.owasp.org/index.php/Web_Application_Penetration_ Testing.

Ristic 1. Bulletproof SSL and TLS: Understandinganddeploying SSL/TLS and PKI
tosecureserversandWebapplications. - ISBN-10: 1907117040.

Stuttard D., Pinto M. TheWebApplicaionHackers’sHandbook: FindingandExploitingSecurityFlaws. -
ISBN-10: 1118026470.

Zalewski M. TheTangledWeb: A GuidetoSecuringModernWebApplications. - ISBN-10: 1593273886.


https://www.amazon.com/Andrew-Hoffman/e/B00G7YXP82/ref=dp_byline_cont_book_1

[HdopmManifiHa CTiHKICTb KOMITIOTEPHUX TEXHOJIOTIH i Mepex : HaB4. moci6. / A. B. Jlyrosoi, O. T
Cnasko, 1. I[1. KocteHko, M. I. 'yyenko, M. M. I'y3iit. - Kpemenuyk : Bua-so I1I1 lllep6aTux O. B., 2015. - 350 c.

JlucuueHnko M. JI. MeToaiMyHi pekoMeH/allii [0/10 MeXaHi3My MepeBipKH MUCbMOBUX POOIT Ha mariat
/ M. JI. Jlucuvenko, B. I. XKusa, A. B.JIeBkiH. - X.: XHTYCTI, 2017. - 28 c.

Tapaciok 0. M. Be3neka i criiikicte Web- u oxmapHux cucteM. [Ipaktukym / O. M. Tapaciok, A. B.
['op6enko; nox pef. B. C. Xapuyenko. - MOHY, HAKY. H. E. ’KykoBckoro «XAl», 2017. - 40 c.

Tposia C. O. 3axucT iHpopMaliHHUX pecypciB: HaBYaJIbHO-METOJUYHUH MOCIGHUK J0 KypCy «3aXUCT
iHdpopmaniiiHux pecypciB» / C. 0. TposiH. - YMaHb: [0. B.], 2022. - 120 c.

HaB4anbHUA KOHTEHT
5. MeTtoguKa onaHyBaHHA HaBYa/IbHOI AUCLUUNNIHU(OCBITHBOrO KOMMOHEHTA)

Pozzin 1. ICTOPIA BE3NEKW BE3APOTOBUX, MOBI/IbHUX TA XMAPHUX TEXHOIOTIA (EMXT).

Jleknis 1.1. IcTopisi 6e3neku 6e3pOTOBUX MOGIIbLHUX TEXHOJIOTIH.

Jlekuisa 1.2.MeTou 3axucTy iHpopMalii XMapHUX TEXHOJIOTIH i cepBepiB.

Po3gin 2. OPFAHISALIIA MEPEX B BMXT.

Jlexnis 2.1. Opranisanisi i 0co6/JMBOCTI KOMIT'IOTEPHUX MEPEXK.

Jlekuis 2.2. Opranisalis MoGITBHUX Mepex.

Jlekuis 2.3. Opranisalist 6€3/JpOTOBHUX MEPEXK.

Jlekuis 2.4. Opranisanis posnoazgiay inpopmarnii B xmapi. bir garta

Po3ain 3. METOAU 3/TAMY B BMXT.

Jlekuis 3.1. 371aM MOGIJILHUX MepPex.

CuHTe3 | aHa/1i3 MUCJIEHHA XaKepa. 3aCTOCYBaHHA JaHUX, OTPUMaHUX y [IpoLeci po3BiAKu.
Jlekuis 3.2. 3;1aM 6e€34pOTOBUX Mepex

[lizpo6bka mapameTpiB 3anuTy. 3MiHa BMicTy 3anuTy GET. CSRF-aTaka Ha kiHueBi Touku POST
Jleknia 3.3. BniinB Ha XMapHi TexHOJIOTII.

Jlekuis 3.4. Oco61MBOCTi aTak Ha XMapHi TEXHOJIOTII.

Po3xin 4. 3AXUCT IHGOPMALLIT B BMXT.

Jlekuis 4.1. Metoau aBTeHTUdiKaLil KIIEHTIB.

Jleknisa 4.2.Wi-Fi Protected Access 1 Ta Wi-Fi Protected Access 2.

Jlekuis 4.3. MeToau windpyBaHHS JaHUX.

Jlekuist 4.4. BpazinBoCTi MPOTOKOJIiB iHQOKOMYHAKALiHUX MEPEXK.

BUKOHaHHA nabopatopHux pobit

3aedaHHsA Yac
1 Pozain 2. 6
[TonepepKeHHsI BTOPTHEHD Y KOMIT'IOTEPHI Mepexi .
Pozpi 3. 6
2 Oco6smBoCTi KpunTorpadil y BipTyaJbHUX CUCTEMAX.
Posnin 4 6
3 IndopmMariiina 6esneka y BipTyaJbHOMY MPoOCTOpi

CamocTiiHa poboTa cTyaeHTa

Po3ain 2. OPFTAHI3ALIA MEPEX B BMXT.
Po3aia 3. METOAM 3/1AMY B BMXT.
Po3zia 4. 3AXUCT IHGOPMALLIT B BMXT.

MoniTnMKa Ta KOHTPO/b
6. MoniTMKa HaBYaNbHOI AUCLUNIHU (OCBITHBOrO KOMMOHEHTA)

Jnsa ycniwHo20 NpoxoO0xeHHA Kypcy ma CKAAOGHHA KOHMPO/bHUX 30X00i8 HeobXiOHUM €
8UBYEHHA HABYAALHO20 Mamepiany 30 KOXHow memoro. Cneuyudika Kypcy nepedbayae akuyeHm Ha
PO3YMIHHI Midx00is i NPUHYUNi8, OMPUMAHHA MPAKMUYHUX HABUYOK, @ HE MPOCMO 3anam’amosy8aHHA
8uU3Ha4yeHb. KoxceH cmydeHm mnosuHeH o3Haliomumucsa i cnidysamu [1on0#eHHK npo aKademivyHy
dobpoyecHicms, Cmamymy i po3nopadKy OHA yHieepcumemy. 114 ycniuiHO20 30C80EHHA NMPO2PAMHO20
mamepiany cmydeHm 30608°A3aHuUU:

— He 3ani3H8amucsa Ha 3aHAMMS;



— He nponyckamu 3aHAMMSA, a 8 pa3i nNporycky 8id0Ho8UMU 3a O0NOMO20H0 KOHCYs1bMYyBAHHA 3
suKanaoayeM ma 3 BUKOPUCMAHHAM KOHCeKmy Ha nzaamegopmi OucmaHyiliHoezo HOBYAHHA
«Cikopcobkuli», camocmiliHo sus4umu mamepian npornyu,eHo20 3aHAMMA ma CKAacmu 8i0rnosioHi
KOHMPOsbHi 3aX00U 8 iHOUBIOYasibHOMY MOPAOKY;

— KOHCMPYKMUBHO Niompumysamu 380pOMHili 36’A30K HA BCiX 3aHAMMAX;

— 6pamu aKmMugHy y4acme y 0C8iMHbOMY POoYEeci;

— CBOEYACHO | CMAPAHHO BUKOHY8aMU 3a80aHHA 014 camocmiliHoi pobomu;

— 6ymu 006po3u4anusum 00 0OHOKYPCHUKIB ma 8uKnaoayis;

— b6pamu yyacmoe y KOHMPObHUX 3aX00aX;

— 30 06°eKMuUBHUX NPUYUH (HanNpuknaod, xeopoba, MiHHAPOOHE CMAXCYBAHHA) HABYAHHA MOXM(e
gidbysamuceb iHOugiOyanbHO (8 OucmaHuiliHili online ¢opmi 3a N0200HEHHAM (3 OeKaHOM
thakynememy);

— byoOb-AKe KonitosaHHA abo e8i0meopeHHA pe3ynemamis uyyxucoi npaui (y momy yucni
CMUCYB8AHHSA), AKWO MinbKu poboma He Mae epyrnosull hopmam, BUKOPUCMAHHSA YYyHUX 3A8AHMANCEHUX
3 IHmepHemy mamepianie K8anighiKyeMobCa K MOPYUWEHHS HOPM i npasusa akademiyHoi 0obpoyecHocmi
ma nepedba4yae npumsAzHeHHA BUHHO20 00 8i0r08idasnLHOCMI, Yy MOPAOKY, B8U3HAYEHOMY HUHHUM
3a0KoHodascmeom ma [10a10XeHHAM npo akademiyHy AobpovecHicms yHisepcumemy. Pe3zysnbmamom
HEeBUKOHAHHA Ma/abo HeAOMPUMAHHA NPAsUs Moxce Bymu OUiHKA «He 3apaxos8aHo» 3a Kypc.

Cucmema 8umMoe, AKi 8UKAAOAY cmasume rneped cmyoOeHmMom:

- Kodekc yecmi: http://kpi.ua/code;

- Mpasuna sHymMpiwHbL020 po3nopaoKy: http://kpi.ua/admin-rule;

- [lonoxceHHA npo opeaHidayito ocgimHboz2o npoyecy 6 Kl im. lzopa CiKopcbKozo:
https://kpi.ua/requlations.

8. BuAuM KOHTPO/IO Ta PEUTUHIOBA CUCTEMA OLIHIOBAaHHA pe3ybTaTiB HaBuaHHA (PCO)
ITomoyHulli KOHMpPOIb: MecmysaHHs abo ekcnpec onumyeaHHs, MKP, sukoHaHHs1 3a80aHb 00
NPaKkmMu4HuXx 3aHsimo.
KasendapHuii KoHmpoaws: nposadumbscsi 08iui Ha cemecmp sIK MOHIMOPUHZ NOMOYHO20
CMAaHy 8UKOHAHHS BUMO2 CUNABYCY.
CeMeCcTpPOBUM KOHTPOJIb: 34.1IK.
Ymoeu donycKy do cemecmpo80o20 KOHMpPOJI0: cemecmposull petimuHe 6iavuie 40 b6ais.
Tabauys eionogidoHocmi pelimuHzo8ux 6a/i6 OYiHKaM 3a yHIBepcumMemcbkor WKa/a0H:

Kinvkicmb 6asie OyiHka

95-100 BiomiHHO
85-94 Hyoce dobpe
75-84 /Jobpe
65-74 3adosinbHo
60-64 JlocmamHuo

MeHuwe 60 He3adosinbHo

Menwe 30 He donyweHo

3azasavHa pelimuHeo6a oyiHka cmydeHma nic/s 3a8epuweHHs cemecmpy ckaadaemucs 3 6ais,

OMpUMAHUX 34:
- mecmyeaHHs abo ekcnpec onUMy8aHHs NOAeKYIliHUM 3aHIMmMSM;
- BUKOHAHHS 3a80aHb 00 NPAKMUYHUX 3AHAMb;
- BUKOHAHHA MOAJY/1bHOI KOHMpPObHOI pobomu (MKP);
- BUKOHAHHS 1 3axucm iHOugioyasbH020 OOMAUWHbO20 3480aHHS;
- BUKOHAHHS dodamkoeull 3ae0daHb.

TecmyeaH IIpakm MKP ‘ 3axucm | ﬂ06a|



https://kpi.ua/regulations

Hs (abo ekcnpec UYHI iHOugidyanbHo20| mMKo8I
ONUMYyBaHHs)NO| 3aHAMmMs 0OMaWHbO20 6aau
JeKYism 30800HHA
18 27 15 40 10

TecmyesaHHs (a60 ekcnpec onumyeaHHs1) no mamepiaaam AeKyitiHUX 3aHs1ms

Bazosuii 6aa - 1. MakcumasivHa Kiabkicms 6asaie 3a mecmysanHsi — 1 6aa * 18 sekyiii = 18
oasis.

TecmysaHHs Modce nposodumbcsi 3a 00NOMO2010 cucmem OUCMAHYIUHO20 HABYAHHS,
Hanpukaad Moodle, ske docmynHe npomsicom 2 poboyux dHI8 nic/s1 3a8epuwieHHss NOMOYHOI 1ekyii. Y
desikux 8unadkax mepmiH NpPOXO0O0HCeHHS MEeCMy8aHHs Moxce 6ymu npodosiceHull J1eKmopoM.
Tpusasicmb npoxodsceHHss 00Ho20 mecmysaHHsl — 10 xeuauH. Kinbkicmb cnpob — odHa. Y desikux
8UNAOJKax, Wo N08’s13aHi 3 MeXHIYHUMU NpobaeMamMu cmydeHmis, Moxce Hadamucst N08MOpHA chpoba
HA OKpemI mecmyg8aHHs.

Kosxcne mecmysaHHsa Micmumbs 10 3anumaHb pi3zHozo ¢opmamy (8ubip npasuibHO20
gapiaHmy 3 nepejiKy; 8IpHO/He8ipHO; 6u3HaYumu 8i0nogidHicmb; 4ucesabHa 8idnos8idv; 8ubip
nponyweHux c/ie; nepemacky8aHHs Ha 300paiceHHs Moujo).

Kpumepii oyiHl08aHHA

- 3anumaHHsa muny «8ubip npasu/ibHO20 8apiaHmy 3 nepesiky», «8ipHO/HEe8IPHO», «UlUCe/bHA
810n08idb» 0YiHIH0MbCS 00HO3HA4HO: 8ipHa 8idnosids — 0,1 6as, HegipHa 8idnogids - 0 6ais;

- 3aNUMAHHS, HA SKI HeMae 00HIel KOHKpemHoi 8i0nogidi, muny «8u3Ha4umu 8i0no8ioHICMb»,
«8UGIp nponyweHux c/ai8», «nepemacky8aHHs HA 306paxceHHs1» OYiHIHMbCS y gidnosioHocmi Ao
Kisibkocmi enemenmis y mecmi (Hanpukaaod, skujo mpeba ecmasumu 4 ca108a y mekcm, mo cmydeHm
ompumae no 0,025 6axaie 3a o0He npasu/bHe 8cCmMas/eHe €080, a 3a 8ci 4 npasunbHO 8CMAB/EHI
ca108a ompumae 8ionogidHo 0,1 6asa) - HesipHa 8idnogidb — 0 6azis, yacmkoso eipHa 8i0nogidb —
0,01-0,09 6aunis, gipHa 8idnosids 0,1 6a.

IlpakmuyHi 3aHamms

Bazosuil 6aa -3. MakcumaabHa KisbkKicme 6asie 3a 6ci npakmuyHi 3ausamms — 3 6aau * 9
3aHaMb= 276ai8.

Ha npakmuyHux 3aHsimb cmydeHmu pa3oM i3 eukaadayem po38’sa3yvmb 3a80aHHS 3d
memamukorw npakmuyHozo 3aHsmms. Ilicas KOXCH020 npakmuyHo20 3aHsmms cmydeHmu
ompumyoms dOMAWHE 3a80AHHS, sIKe He0OXIOHO supiwiumu ma Hadamu Ha nepesgipky sukaadayy 0o
noYamky HacmynHozo 3aHsimmsi (3azeuvail ye 2 mudcHi, 00HaK iHodi yetl yac modxce 6ymu 3MiHeHUll
guksadavem y dessKux KOHKpemHux sunaokax).

Ilepwe npakmuyHe 3aHAMmMSs, 3a38u4aill, N0BOOUMbCS KOAU JAeKYIlHUll mamepian we He
Havyumauutl, momy U020 memMamuka He Nno8’s3aHa 3 KOHKPEMHUMU memamu OJucyunjiiu, a
Hanpas/eHa HAa nepesipky J/02IYHO20 MUCAEHHSI CmydeHmis ma Moxcausocmi IHmyimueHo, 6e3
3Hamv Memodig cuHmesy, ckaadamu cxemu 0151 NPOCMUX JI02IYHUX 3a0ay.

Kpumepii oyiHlo8aHHA

- JOMAaWHE 3a80aHHS 8UPIWEHO 8IDHO MA 30AHO NPOMSA20M 2-X MUKCHIB NICASA NPAKMUYHO20
3aHamms - 3 6aau;

- domMawHe 3a80aHHS1 8UpiwIeHO 8IpHO, a/se 30aHO NPOMS20M OiAbW HINC 2-X MUNCHI8 nicas
npakmu4Hozo 3ausimms - 2,5 6ax;

- doMawHE 3a80aHHS BUPIWEHO i3 HE3HAYHUMU NOMUAKAMU MA 30aHO NPOMS20M 2-X MUNCHI8
nic/as1 npakmMuyvHo20 3aHssmmsi — 2 6aau;

- doMauwHe 3a80aHHS 8UPIWEHO i3 HE3HAYHUMU NOMUJAKAMU MA 30aHO NPOMS20M 6iAbW HIHC
2-X MudicHi8 nicasi npakmu4Hozo 3ausimms — 1,5 6asis;

- JoMawHE 3a80aHHA BUPIWEHO (3 3HAYHUMU NOMUAKAMU - NOBEPMAEMbCS HA
doonpayro8aHHsI.



Mody1bHa KOoHmMpo/1bHa po6oma

Bazoeguii 6an MKP - 15. MakcumanavHuii 6as1 3a MKP ckaadae 15 6anis.

Ha modyavbHili kKoHmMpoawHili pobomi cmydeHm mae sukoHamu 3 3asdaHHs. 3a80aHHS
oyiHotomocs 8id 0 do 5 6asie 8 3as1excHocmi 810 npaguibHOCMI 8UPIUWEHHSL.

Kpumepii oyinroeaHHs

- 3a80aHHA 8UpIWIEHO 8IPHO MA 30aAHO NPOMSA20M 2-X MUNCHIB NICASI NPAKMUYHO20 3aHAMMS —
56aau;

- 3a80aHHS 8UPIWEHO 8IpHO, a/ie 30aHO NPOMSA20M Bi/IbW HINHC 2-X MUNHCHIB NICAS NPAKMUYHO20
3aHamms - 4 6a;

- 3080aHHS1 BUPIWEHO [3 HE3HAYHUMU NOMUAKAMU MA 30aHO NPOMSA20M 2-X MUNCHI8 nicas
npakmu4Hozo 3ausimms - 3 6aau;

- 3080aHHA BUPIWEHO [3 HE3HAYHUMU NOMUAKAMU ma 30aHO Npoms2om OiabWl HIXC 2-X
MUJXCHIB NICAS1 NPAKMUYHO20 3aHAmMms — 2 6aAie;

- JoMawHE 30800HHA BUPIWEHO [3 3HAYHUMU NOMUJAKAMU — NOBEPpMAEMbCS HA
doonpayr8aHHs.

3axucm iHOuUEgiIdyanbHO20 OOMAWHLO20 3a80aHHA (Npe3eHMayis).

Bazoeuli 6an — 40. MakcumaibHUl 6a.a 3a 3axucm iHOUBidya/sbH020 0OMAUWHbL020 3A80AHHS
(npesenmayisi) ckaadae 40 6anis.

CmyodeHm rnpedcmasnde rnpe3eHmauito MPoeKmMy MoaAimuKu cucmemu yrnpaesniHHA AKiCmioo o
c.0ili mazicmepcoKili ducepmauii.

Kpumepii oyinoeaHHs

1. PelimuHe 3axucmy R3 = 35 - 40 6anie — nosHicmw BUKOHAHI 8Ci 3080QHHSA, CBOEYACHO
opopMaeHoO ma npeocmassneHo CyrnpoesioHy MoACHI0B8AAbHY 3anucKy. [lpu 3axucmi 2pamomHo ma
/7102iYHO M0C/1I00BHO 8UKAAOEHO OCHOBHI o0 eHHA pobomu y 8uensadi donoeidi, 8 npouyeci gionosideli
HO MUMAHHA MPOOeMOHCMPYB8a8 HAABHICMb 2AUBOKUX 8u4eprnHUX 3HaHb, 6o meepdux ma 60CMAMHbO
MOBHUX 3HAH®.

2. PelimuHe 3axucmy R3 = 30 - 35 6anie — si0nosidaroyu HA NUMAHHA IO 4dc
npeseHmaduiissnacHoi pobomu, 3006y8ay nMpunycKAeMosCA OKPEMUX MOMUSIOK, d1e MOXe iX sunpasumu
30 00MNOMO20K 8UK1AOAYA, 3HOE BU3HAYEHHA OCHOBHUX MOHAMGb | 8e/1UYUH, 8BlIEBHEHO OPIEHMYEMbCA 8
ceoiti pobomi.

3. PelimuHe 3axucmy R3 = 25 - 30 6anis — 3006y8ay 8ionosioae malixce Ha 8Ci MUMAHHSA Mi0 Yac
npeseHmaduiissnacHoi pobomu. Bionosidi iHOOi HenocnidoeHi ma He4vimki. C80EYACHO ogopmus ma
npedocmasus npe3eHmauyiro 810CHO20 MPOEKMY.

4. PelimuHe 3axucmy R3 = 20 - 25 b6anis — 3006y8ay yacmkoso 8i0nosioae Ha 8Ci MUMAHHA Mio
yac npeseHmayiienacHoi pobomu, NOKA3ye 3HAHHSA, ase He 8MesHEeHO OpiEHMyemMbCa 8 c8oili pobomi.
Bidnosidi HenocnidosHi ma Hevimki. He ceoeyacHo ogpopmus ma npedcmasus npe3eHmMayito 6s14CHO20
MPOEKMYy.

5. PelimuHe 3axucmy R3 = 15 — 20 6anie — 3006ys8ayyacmkoso 8i0rnosioae Ha 0esaKi NUMaHHA nio
yac npeseHmauiisnacHoi pobomu, noxkasye He3a008inbHi 3HAHHA. Bionogidi HenocnioosHi ma HeYyimki.
He ceoeyacHo oghopmus ma npedcmasus npe3eHmayito 8/10CHO20 MPOEKMY.

6. PelimuHe 3axucmy R3< 20 6anie — y 8i0nosidi 3006ys8ay npunycKAemMosCsa CYmMmesUX MOMUSIOK,
He Moxce sunpasumu nomMusKu 3a 00rnomMozoto 8uKknadaya. Bionosioi HEKOpeKMHi, a 8 0esaKux sunaokax
He e8idnosidaromb Ccymi nocmasneHo20 MNUMAHHA. He ceoeyacHo ogopmus ma npedcmasus
rnpeseHmauyiro 8/10CHO20 NPOEKMY.

Jdodamkoesi (60HycHI) 6aau
Petimunzoeorw cucmemor oyiHweaHHA nepedbayeHi dodamkosi 6aau 3a BUKOHAHHS
dodamkosux 3aedaHb. O0uH cmydeHm He Mmoixce ompumamu 6invuwe Hixe 10 60HYycHUX 6asie y
cemecmpi. Ilpu ompumanHi 6inbw Hixe 10 6asie, 80HU o06Mexcyrombcsi Ha pieHi 10. boHycHI 6aau



MOMCYymb 6ymu ompuMaHi 3a maki eudu pobim: «leenmu», «/lodamkosi sekyii» ma «3aedaHHs o
JAeKYIt».,

Ieenmu. Isenmu - ye cneyiasbHi nodii 0451 cmydeHmis, AKI Xouymb ompumamu d00amkosi
6aau 3a eupiwleHHs YCKAAOHeHUX 3a80aHb. I8eHmMu akmueyrmuvCsi Yy 8U3HA4eHUlU 4Yac I akmueHi
obmedxceHull 4ac. /Jodamkogi 6aau ompumyroms miabku mi cmydeHmu, SIKI Ha0a/au Nnpasu/ibHy
810no8ide suacHo ii 3asanmadsicuau. Kinbkicms 6asie 3a 0o0amkogi 3a80aHHS 8U3HAYAE KOHKCEH [8eHM
okpemo. O0uH cmydeHm He Modce ompumamu 6inbw Hixe 10 6aie 3a iseHMuU.

Adodamkoei aekyii. Camocmilina po6oma cmydenmie nepedbauae do 10 dodamkosux AeKyiti,
sKI cmydeHmu no8UHHI onpayeamu ma 3aKkoOHcnekmysamu. 3a onpayto8aHHs 00HI€El AeKyii sueasadi
Y KOHcnekmy Hapaxogyemuvcsi 1 6aa. MakcumanbHa KiabKicmb 6a.i8, wo MOMCHA ompumamu 3a
onpayreaHHs dodamkosux JeKkyii ckaadae 5 6ais.

3aedanHa do sekyiill. CmydeHmu, 3a OANCAHHAM, MONCYMb BUKOHysamu 000amkosi
3a80aHHA 3a Mamepiaaamu sekyilli (pose’s;samu npukaad, 3pobumu donogids mowjo). 3a odHe
dodamkoge 3asdaHHs Hapaxosyemwvcsi 0,5 6aau. MakcumaavbHa KinbKicms 6a.i8, Wo MOXNCHA
ompumamu 3a 3aedaHHs 0o AeKYill ckaadae 5 6ais.

dopma cemecmpo8020 KOHMPOJII0 - 3a1iK

MakcumanavHa cyma 6aaie ckaadae 100. HeobxioHoto ymosotro domnycky 00 3asiKy € 3apaxy8aHHA
8cix doMmawHix pobim ma poboma Ha NPAKMUYHUX 3aHAMMAX./151 OMPUMAHHS 3a4IKY 3 KpedUmMHO20
MOQY/10 «a8MOMAMOM» NOMPI6HO Mamu pelimuHe He meHWwe 60 6a.i8, a MAKO}C BUKOHAHI yM0O8U
donycky do 3a/iKy.

3do6ysaui, siki HanpukiHYi cemecmpy Marome pelimuHe meHwe 60 6aaie, a makoxc mi, Xxmo
xoue nidsuwjumu ceor oyiHky 6 cucmemi ECTS, sukoHyromb 3aaiko8y KOHmMpo/bHy po6omy. Ilpu
YboMy HAbpaHi 6aau cmydeHmom aHy/AKHMbC, a OYIHKA 3a 3a/aIK08y KOHMPOJbHY pobomy €
0CMAaMOoYHOHK.

3asikoea po6oma. 3asiikoea poboma npo8odumMbvbcsi HA OCMAHHbLOMY AEKYIUHOMY 3AHAMMI.
3do6ysay npoxodumsb mecmye8aHHs 04HO20 a6o y cepedosuuji ducmaHyiliHo2o HA84YAHHS, HANPUKAAO
Moodle. Ha mecmysaHHs nponoHyembcsi 100 mecmosux, KoxcHe 3 sKuX oyiHoembwcsl 8 1 6ana. /s
OMpUMAHHS NO3UMUBHOI OYIHKU HeobxioHo Habpamu 60 6axis i suwe. Yac mecmysaHHs 3a3guyatl
ckaadae 100 xeunuH, ase moxce Gymu cKoOpu208aHull 1ekmopom ma (a6o) sukaada4am, ujo npulimae
3a4iK.

9. JopatkoBa iHpopmauisa 3 gucumniiHm (OCBiITHbOro KOMMOHEHTA)

Bumozu 0o cneyianbHo20 mamepianbHo-mexHiyH020 ma/abo iHghopmauyiiiHo2o 3a6e3nevyeHHA:

HasasHicmeo ditouux obnikosux 3anucie: Kopucmysaya Ha lMaamgopmi OucmaHuiliHo2o Ha84YaHHSA
"Cikopcbkuli" ma Cepsicie Google;

Bumoau 0o mepexcesoi iHgppacmpykmypu: oocmammHi 0a8 ompumaHHAa docmyny 0o https.//
google.com/ ma https://do.ipo.kpi.ua.

OnepayiliHa cucmema: He crieyugikyemocs;

IHmepHem bpay3zep: He creyugikyemscs;

Tekcmosuli pedakmop: He crieyughikyemeocs;

HepeniK NMUTAaHb, AKi BUHOCATBHCS HA CeMeCTpOBI/Iﬁ KOHTPOJIb

1. Ictpia noasu BMXT.

2. IHdokoMyHKaliliHi Mepexi Ta MIPOTOKOJIH..

3. Ilizcucrema posMmexyBaHHA poctymny. Ilizcucrema aHTuBipycHoro 3saxucty Ilizcucrema
KOHTpoOJIIO 1jiyticHocTi. [lizcucTemMa BUsIBJIeHHs BTOPTHeHb. [lifcucTemMa kpuntorpadiyHoro
3aXHUCTY.

4. OuiHka BpasJiMBOCTI apxiTekTypu Web-pecypciB.

5. Mligxoau npoBeJieHHS MOPiBHSAHHS Cy4aCHUX Ta paHHix Bepciil goaaTkiB. REST API.



[login GyHKIiN KJIi€EHTa Ta cepBepa.
B6ynoBaHi B 6pay3ep iHCTpyMeHTH aHaJli3y.
MexaHizMu ayTeHTHdiKaLi.

© ® N o

PizHOBUAU KiHI|eBUX TOUYOK. KilieHTChKI pperiMBOpkU. PpelMBOPKHU /i1 OJHOCTOPIHKOBUX
OOOATKiB,

10. IMixpo6ka MixkcaiiToBUx 3anuTiB (CSRF).

11.Ilizpo6ka napametpiB 3anuty. CSRF-aTaka Ha KinneBi Touku POST.

12. BiazmoBa B o6cnyroByBaHHi (DoS). ReDoS-aTtaka. PacnpesenennaaDDoS-aTaka.
13.IIpotugisa CRSF Ha piBHI Ko#y.

14. IIpotupia DoS-atakam.

15. llpotupia atakam ReDoS.

16. 3axuct Big jioriunux DoS-aTak.

17. 3axuct Big DDoS.

18. [lom'sakwienHss DDoS-arak.

Po6ouy nporpamy HaBuYanbHOI gucumnniHu (cunabyc):

CknageHo npodecopom Kadeapwu iHxKeHepii nporpamHoro 3abesneyeHHna B eHepreTuui HH IATE, A.7.H., npod.,
[aBpunkom €sreHom Bonognmmnposuyem

YxBaneHo Kadeapoto iHxeHepii nporpamHoro 3abesneveHHa B eHepretuui HH IATE(npoTokon Ne 28 Big,
15.05.2023 p.)

Ioromxeno Meronuunotro komiciero HH IATE (npotokost Ne 9 Bin 26.05.2023 p.)



